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The process of registering a domain typically requires an email address to be

registered and associated with the WHOIS record.

Threat actors often re-use email addresses during this WHOIS registration process,

leaving behind an valuable indicator that can be used to link related domains.

Silent Push indexes these WHOIS records and exposes all fields via the WHOIS index

of our Web Scanner.

A short example can be seen below, where a unique email address linked to a Lumma

Stealer domain can be used to pivot to related infrastructure via re-use of the same

email address.

1. Email Addresses in WHOIS Records
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Threat actors will often create domains in bulk by using automated scripts and

tooling, this results in batches of clusters that share an exact (or near exact) creation

timestamp within their respective WHOIS records.

Silent Push tracks these creation times as well as the complete WHOIS record, with

all values being searchable. Searched timestamps can be exact, or a window of time

can be specified to look for closely matching values.

This timestamp technique is most effective when combined with a registrar.

Below we have taken a malicious domain, and discovered related infrastructure by

searching for the exact same registration timestamp on the same PDR registrar.

2. WHOIS Registration Times
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Threat actors will often move infrastructure between nameserver providers.

Although the nameservers themselves can be benign, the occurence of a change

between specific nameservers can be a unique indicator used to cluster

infrastructure.

Silent Push stores nameserver data for all known domains, and exposes both the

records and the change as searchable metrics.

Below is an example where an actor temporarily used dyna-ns.net nameservers,

before switching them to Cloudflare for the primary malicious activity. This change

was recorded by Silent Push, and allowed us to cluster related domains.

3. Changes in Nameserver Infrastructure
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Threat actors may utilize a technique known a “fast flux”, where a domain rapidly

rotates between IP addresses to avoid traditional blocking and detection methods.

Silent Push records IPv4 and ASN changes, and creates proprietary metrics known as

IP and ASN Diversity. These metrics track the number of times that a domain has

changed infrastructure within a given time period.

The diversity metrics are then searchable to analysts, allowing them to discover

adversary infrastructure using the fast flux method. In the case below, we have used

this to link pieces of Gamaredon infrastructure via their high rotation of ASNs and IP

addresses.

4. IP and ASN Diversity Metrics (Fast Flux)
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Start of Authority (SOA) records are created as part of the DNS registration process

and are administrative records used to track zones and refresh times.

SOA records must contain a serial number and email address, which threat actors will

often re-use or copy when registering multiple domains at the same time.

Silent Push tracks these SOA values both individually and as an entire hashed value

known as the SOA Hash.

Below is an example where an SOA hash was used to link Ursnif infrastructure.

5. Start of Authority (SOA) Hashes
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Threat actors will often re-use page templates across infrastructure, especially on

phishing and login related pages.

When an actor re-uses a template, they sometimes (unintentionally) re-use the same

JavaScript libraries and files. This leaves a unique fingerprint opportunity which can

be used to track infrastructure.

Silent Push indexes JavaScript files on web pages, and creates a unique fingerprint

known as the Script Hash Value (SHV).

Below is an example where Silent Push was able to link a darknet (.onion)

ransomware site to its clearnet IP via this SHV value.

6. Hashes of JavaScript Files
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CNAME records are a component of DNS infrastructure and allow a site to have an

“alias” where the domain can be redirected.

Threat actors often use this to redirect multiple domains to one piece of malicious

infrastructure. For an actor to do this, they must place the same CNAME record

across multiple pieces of infrastructure.

Silent Push tracks these CNAME records and allows for full lookups on the values.

Below is an example where FUNNULL domains could be identified by performing

reverse lookups on CNAME values discovered in one piece of infrastructure.

7. Reverse CNAME Lookups
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Threat actors will often compromise legitimate sites and inject their own malicious

code into the legitimate page.

This often results in sites that have an externally loaded file, where that file has a

unique name, or follows a naming pattern that can be captured with a regular

expression.

Silent Push captures and flags these externally loaded files, and exposes them for

searching via regular expressions or exact matches.

Below is an example of a legitimate site containing a reference to external malicious

code. Silent Push tracked this code and was able to identify new infrastructure by

applying a regular expression on the naming of the external files.

8. Patterns in External File References
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